MPUNOXEHUE I

PeweHunsa ana guarpamMmm cBsizen

DTO NMpUIIOKEHUE TTPENOCTABIISIET PEIIeHUs IJIs1 AUarpaMM cBs3ell B 0030pax yacTteid.
®daiinel X pemieHnii B opmare PDF u XMIND MoXHO TakKe HaiiTH Ha BeO-CTpaHUIIe
kHuru. (ITpuMepsl AuarpamMM cBsI3el Ha CTpaHMIIE 3arpy3KU CO3AaHbI C UCIIOJIb30BaHUEM
npunoxeHuss XMIND (www.xmind.net), KOTOpoe Ha MOMEHT MyOJUKALMU MPEeaoC-
TaBJISLIO MOJIb30BATEILCKUE BEPCUM TS oniepallMOHHbBIX cucteM Windows, Mac u Linux.)
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1046 YacTtb X. MpunoxeHus (Ha Be6-canTe)

PeweHusa gna gnarpamm cBAsen 4acty |

DyGnvkaTbl TepuHoB Ha KivesTcivm komnbiorepe © - CepBep

BbineneHHas nunus
— CereBas Mogenb
TenedhoHHas KOMNaHUsA —
— Brok gaHHeIX npoTokona PDU
Imo6ankhuie ce |© BblAeNneHHan NUHUA DNS—

bpeiim

Zpem) KabenbHblii HTEpHET

HDLC —

—_— Mogem DSL

PasHoe ©

IEEE
MNaket BecnposogHas LAN
WHkancynsauma |LivpokoBeLaTenbHbIA aapec
[Dekancynauus KoHmponsHast cyMma dpeima
MocnepoeaTentHI UHTEpdec Ethertype
Tabnuua MapLpyTmsaumm
Cets IP
—— B3aumope/icTane Ha GMeXHBIX YPOBHSX
Mopcets IP ———
rv— © MapwpyTtusarop [Oexancynsiyus
arer Whkancynsauma
MpoTokon MaplupyThaaLmm —
——— OCHOBbI CeTH B3anuMopeicTaue Ha pasHOMPABHBIX YPOBHAX
IPv4-appec —
—_— HTTP
OpHoagpecatHblii IP-agpec W
Coananue nogceredi Mpunoxenns ©
—_— VolP
ARP b—
— Beb-cepaep
ping p—
— lMopTBEpXAEHWE NEpeaayn

YnopsigoueHHas nepe/aya fanHHuX

Mposopgnas LAN YcraHoBka coevHEHNA

Dpeitm K LAN TpaHcrnopT ©|BoccraHoBneHie nocre ownbok
e yTa
Ethemnet OMMyTaTop MNopt
—_— —
Mopt Ethemnet ‘ CermeHt

Cronbasime okHa

KnueHTckuit KOMNbIOTEp ©

o Maker [P
Dpeitm —
—_— OnHoapapecaTHbIi IP-appec
MpoeoaHas LAN —pe P
®peiim Ethemet _IPv4-aApec
— Cra THBIA MapLUPYTU3aT
Kanan Ethemnet Cem 8 (crm‘a)pmuﬁ m%log))rm *®
10BASE-T Wma xocTa
100BASE-T
lo Kanan Etherne ARP
1000BASE-T |© Tunsl ping
Fast Ethemet Certesas nnata (NIC)
Gigabit Ethernet Aapec Ethemnet
RJ-45 KaHan cesan ©| O6Hapyxerue owmbok
Mpsamoi kabenk [© KaberbHbie TepiHs! MAC-agpec
MepekpeLueHHbIi kabenb OpHoagpecaTHbIil agpec

Puc. I1.1. Pewenus ons duaepamm ceszeit yacmu |
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MpunoxeHue H. Tabnuubl ANg 3anoMMHaHUA MaTepuana 1047

PeweHusa gna gnarpamm cBsasen 4actu ll

Interface type port number
Interface range type port-range
[no] shutdown
'speed {10 100 | 1000 | auto}
duplex {auto | full | half}
description text
swilchport access vian vian_number

shaw Interfaces [type number] status
e show Intetfaces description
show interfaces [type number]

hastname name
enable password pass-value

Password® enable secret pass-value

no debug all

undebug all

tarminal monltor
reload

terminal history size x

copy from-ocation ta-location
show running-config
show running-config | begin line vty

Config fles

erase startup-config

line cansols 0

line vty 1st-vty 2nd-vty
login
[ Togh Tocal
pass-valus
transport input {teinat | ssh | all | none}
logging synchronous
history size length
exec-timeout minutes seconds

usemame name password pass-value
e ransport input {feinet  ssh | al| none)
crypio key generate rsa

::I'Q show arypto key mypubkey rsa

[no] cdp run
- N [no] cdp enable
7
7

show cdp neighbors [type number]
show cdp naighbors detail

show cdp entry name

show cdp

show cdp Interface [type number]
show cdp traffic

7

EXEC

switchport access vian vian_number

vian vian-id
, ® | trunk | negofiate} name vian-name
"SWitchport port-security mac-address mac-address Ino] shutdawn
partsecurly ma ross sHoky [no] shutdown vian vian-id
config - Sortsecarfy maximum value II vip mode {server | client | transparent}
7 - ———
W -aacurity violation {protect
4 restri shpuﬂwn[ "y l @
@ \ show mac addrass-table dynamic
\ \_,‘ show vian [brief | id vian-id | name vian-name | summary]
\ EXEC show mac address-table [dynamic | static] [address hw-addr] [interface intarface-id] [vian vian-id]
ghow vian brief,
_shrow port-securlty interface interface-k] [address] [show vien [vien]
show vip status
interface vian number
ip addrass ip address subnet-mask
|—Esddressd! = switchport mode {access | dynamic {auto | desirable} | trunk]
config Jo) nol shutdown switchport trunk allowed vian {add | all | except | remave} vian-list
- [ p default-gateway address config ew?tcnport tru.nk ! {dot1q | Isl | negotiate}
- ip name-server sarver_ip_1 server_ip_2 ... ] Switchport voice vian vian-id
MNogael 7 switchport nonnegofiate
xommyTaropa IPvd e
2 e
N
~ N \~]
show interfaces vian 1 show interfaces interface-id switchport
9 show dhep lease .EXEC | show interfaces interface-id trunk

Yacte Il

Ounarpamma A

Puc. I1.2. Pewienus ons duaepamm ceszeil yacmu 11



1048 YacTtb X. MpunoxeHus (Ha Be6-canTe)

PeweHusa gna gnarpamm cBssen vactu ll

MNopo6Hele
— BecxnaccoBas agpecauvs
—_—
Knaccoeas agpecaums

[lecsiTMuHOE NpepcTaBneHne ¢
pasaenuTensHLIMM Toukamu (DDN)

IP-appec  [210r ©

Yactb ceT

Yactb xocTa
M

Yactb noacet

CuHoHumsl ©  Anpec xocta

Cetb

Knaccosas cetb
Moao6Hkle ©)

|

OTkpbiTas ceThb IP

YacrHas cetb IP
—

CraHpapTHas macka
Certb IP

Homep ceTn

CuHOHMMBI @r—
WpeHTtndukarop cetu

Agnpec cetn

CeTb

TMNonobHble O

WnenmdukaTop nogcetm

Yacrts Il
Awnarpamma A

Mepewiit appec

Or

@®

I i agpec
Mopcetsb IP S

LLinpokoBelyaTenbHbIN agpec ceTn

MopceTtb

—_—
Homep nopcetn

\————— WgeHTHcpukaTop nopceTH

Apnpec nogcetu
—

Mopo6Hee

Macka noaceTn nepemMenHoi anvHel (VLSM)

YacTe cetn (N)

—_—
OnucaHue [©) Yactb nopcety (S)
Yacn ©

Yactb xocta (H)

Macka [© | Mpedwks (P)
Macka CIDR

—_—
Macka noacetn

CunoHnmbl )| Asomunan Macka
L

[lecaTnyHan Macka

MpetbukcHan macka

Puc. I1.3. Pewenue A 0as duazpamm ceésazeti uacmu 111
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MpunoxeHue H. Tabnuubl ANg 3anoMMHaHUA MaTepuana 1049

laHo © IP-agpec

®aKThl 0 KNACCOBLIX CETSX [© Mpaeuna knaccos
Mpouecc
\
\
N Knacc cet
VnenTudmkarop ceTu
PesynbTar

LlInpokoBeLwaTenbHbIit aapec ceTn

Koruyectso xocToB B ceTH

favo © Macka noacetn
MpeobpasoBaHue Mackut

r Mpouecc @ [ABOUIHO-AECATHHHOE NpeoBpasoBaHie
\

\

!

PesynbTart [©

Macka B npecpukcHom opmate

Macka B hopmare DDN

Macka B ABOM4HOM hopmare

Macka nogcetn

flao ©)| IP-agpec
AHanus Macku

Moppasymeeaetcs: 1 macka ans Beeil ceTH

\
\ Mpouecc®  Certb + MogceTs + XocT = 32
\
\
\
N
XocToB Ha noaceTL
Peaynbtat (@ -
Mopcerteit B cetu

Macka noacet
Daxo
AHanus nogceTy | IP-aapec
‘\ Mpouecc © Mamueckoe uucrio
\
\\II WneHémkarop noacetn
PesyanaT ] |lnpokoBeLwarentHbii aapec NoaceTH

[luanasoH anpecos B NOACETH

Puc. I1.4. Pewierue B 0ns duaepamm céaseii wacmu 111
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Yactb X.

MpunoxeHus (Ha Be6-canTe)

PeweHusa gna gunarpamm cBsizen 4actum IV

ICND1 Yactb IV
coeMHeHne W komMyTauun L3

~
~
~
~

Sa

duplex{ full | half | auto }
clock rate x

Speed {10100 [ 1000}
bandwidth x_kbps

A
d
rd
7/
Wnrepdeiic L1/L2
Y
N

~

A

‘ @ show controllers [type number

encapsulation dot1q vian-id [native]

sdm prefer lanbase-routing
[no] ip routing
interface vian vian_id

encapsulation isl vian-identifier
[Chcor——y
-

show Ip route

show ip route | d | static | ospf]
EXECJ[ “snow ip route ip-address

show vlans

router ospf process-id
network ip-address wildcard-mask area area-id

auto-cost reference-bandwidth number
router-id id
passive-intarface type number
ive inferface assive interface default

no passive intarface type number
default-information originate

show ip route
. . show ip ospf neighbor [neighbor-RID
(o Jo e ool
7 P p-ad L show ip ospf interface brief
,7 show ip protocols
, show ip ospf database
|Pv4-appecaums |_show ip ospr
show ip route [ d | static | ospf]
S R ‘show ip route ip-address
N show intorfaces [type number] —_
of show ip interfac brief
show protocols type number
[cart ]
7
_-
-
Nposepxa / Telnet
[no] ip subnet-zero = ping {host-name | ip-address}
-.I @ ip route prefix mask {ip-address | interface-type interface-number} S~ traceroute {host-name | ip-address}
P ip dsfauli-network network-number RN telnet {host-name | ip-address}
s show sessions Where
s BT ——
Z resume session_number
Cratnueckue / CTaHGAPTHBIG disconnect session_number
MapLpyThl show users
~
=~ ~ .
A-q ::x . 2::3 {connected | static | ospf] pcanfig, foonfi
S prouto | P nslookup name
show ip route ip-address
) ping {host-name | ip-address}
W | tracert | pathping {host-name | ip-address}
ip helper-address IP_address
lease days hours minutes
© (dns-sorver addrose] addr ip name-server address1
. dns-server address1 address2... P
ip dhep pool pool_name gp————————— T
A P P dofauitrouter addross1 adoress? @ Hostnamas " hos nama address
./ network subnet_id mask|prefix -7 Ino] ip domain-ookup

S show ip dhep binding SS -
| show ip dhcp pool name Sa
show ip dhcp server statistics

Puc. 11.5. Pewrenus ons duaepamm ceszeil wacmu IV



MpunoxeHue H. Tabnuubl AnNA 3anoMMHaHMA MaTepuana

1051

PeweHusa gna gnarpamm cBsizen 4yactn 'V

# HeofX0JUMbIX XOCTOB
NaHo @] # HeobxoanMbIX noaceTeit

BriGop Macok noacetv [© Knaccosasi cets
2" - 2 > xocToB
Mpouece
Pabouas Macka (Macku)

Peaynbrar [S] Macka ins GonblmMHCTBA X0CTOB

Macka ans GonblumHeTea noaceTei

KnaccoBas cets
Dano ©)| Epmeas macka

MoppasymeBaeTcs: 1 Macka ans Beeil ceTn
Towck Marvyeckoro Yucna

Mpouecc ©,
\ —| KpaTHble MarvueckoMy ucny

TMomck BCoX WAGHTU(UKATOPOB NOACETH iB

@ Cnmcok naenTvdpukaTopoB noacetei

WeCTBYIOLLIME MOACeTH
oo © Cywecrey
N Cy Macku
TMouck nepexpbiTvii Macok VLSM |®
- n BoiyucuTh AvianaaoHs! agpecos
\

\ T Lo

Pesynbrar | Beineuts nepexpaima

CywecTeyiowue noacet

Tlo6aeneHve HOBbIX NOACETE K fano © Cywecteyiouye uac
CylLiecTBykoLLieMy npoekty VLSM Macka Hoofi nofceT
\

\ BbiuMCnUTL Avana3oHs! a/ipecos CYLLIECTBYIOWIMX NoAceTen

Mpougcc
_V[ HaiiTv npoMexyTi\ COOTBETCTBYIOLME HOBOM NOACETH

€ VpeHmdukatop noAceT! U HOBaR Macka

favo @ CywecTeykLe MapLLpy ¢ p nopceTH/Macka
IMouck Haunyuiwera BomncruTs | afp nopceTen
CYMMapHOro MapilipyTa [=| rpouyece € Kparuaiiwee /P

BuiuucrnTe avanasoH [ns HabonbLuero /P nopce

M @ Wnermdmkarop noaceTWHaunyuwWwasn Macka

Puc. I1.6. Pewenus ons ouazpamm cesazeit wvacmu V
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PeweHus ana gnarpamm cBsizen 4acTu
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PeweHusa gna gnarpamm cBasen yactm Vil

128 6ur

Pasmep®| 32 wecTHapuaTepuuHbIX Ludp
8 KeapTeToB 4 LWecTHaALaTePUYHBIX LM
Yaanute npepeapsiowme 0 B KBapTeTe

C S]
—{ 3amenuTh keapTeTsl 0000 Ha

MopoBHble
T

OCHOBbI®

Mpedmkc@® Kak IPv4 cetb+nopce

CrpyKtypa () _Adpec S{IDMH poeiica @  Kak xocT IPv4

Becb UHTepHeT

HauuHaercs ¢ yero-Hmbyab

KoHuenumn @| Hauunaetcs ¢ 2 unm 3 kak 06b6I4HO

Kak u oTkpbIThIi IPV4

TnoBaneheii_© =
rm FnoGaneHbii npecbuke maplupyTuzauum @ Kak cetb IPv4

Crpykrypa © f Mone nopcen © Kak noacets IPv4
ID uHTepcbeitca @ Kak xocT IPv4

Haumnaerca ¢ FD

Kak yactHbiii IPv4

KoHuenuun @

40 our
nmo6ankHblii ID ©
O,CIHOHJJ,-V —— —{ LorDKkHO BbITb CyHAMHBIM
pecaTtHbll 1ol n "
FD + 10 wectHaauaTepuyHbix "Mno6ankHoro ID" @ Kak ceth IPv4
Crpyktypa @] MNone noacetn @  Kak noacets IPv4

ID witepcpeiica ©  Kak xoct IPv4
Haumnaerca ¢ FES80

Yactb VI
Avarpamma A

K Ortnnuaetcs ot IPv4
i) pu—
e . OcTaeTcst Ha KaHane
JokanbHbii AnA KaHana @
ABTOMATH4ECKN CO3AAHHBIN

[INsl KaHara CBS3N
FE80:0000:0000:0000 nepebie 16 undp

EUI-64 ans nocreaHux 16 uudp

Kak paneko 6yaer nepenaH naker
O6nacte @
—{ NOKaNbHBIA: MAPLLPYTU3ATOPSI HE NEPEHANPaBNAIoT
FF02:1 @ Bce yanul IPv6
FF02::2 © Bce Maplpytusaropsl IPv6
Oognﬁbm"a""”” I FF02:5, FF02:6 @ OSPFVa
Muoroaa- FF02:A © EIGRPV6
pecaTHbIv

JlokanbHas 06nacTb kaHana cessm
YcraHoeutb npedhmkc /104 (26 umdp)

©| FF02:1:FFxxnoox

MHoroaapecarHbli

onpaluMeaembift y3en | = onxoaapecaTHblii ANA 6 NOCNEAHMX LMBP

[0l

Bce npocnylmsaioT "ceoi " MHOroagpecaTHbI
a[ipec orf 0 yana
PopmarbHoe HaseaHue noaceTu IPve

[ AnbTepHaTUBHLIA aapec MaplupyTUzaTopa NoAceTH

Mopcet™ & TepmuHsl @ Mpedmkc
WpeHtudbukarop noacet

[dnuHa npedmkea

@ Bece Hynesble agpeca
Pa3Hoe -
i1 @ IlokanbHble auarHocTU4eCKMe afpeca
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